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Admin Training for CardiacCare

Interface Status

The Interface Status tells you if you are accepting messages or if your interface is down. It also shows the
interfaces you have up and running.

CardiacCare™ [EEEIREENES g0 I + New Patient HarvesyExport~  Utiliies~

Patient Search Showing Recently Viewed Patients(show search results) A"aMiES
EEE Last Name First Name Middle Name MRN Gender Promole Paient Message
Patient Name Interface Log
S > Doe John 10445557 Male —
> King Joe MiddleNameTEST 12345678 Wale abstectoggoduety
Patient Type Audit Report
UL > 234234 234234 3434234 -
Al Patients > AARON CARIDAD here is my name again 666464 Unknown Answer List
Data Form > ACOSTA SILAS i 0377636 EEEBlEs
> Cort Angel 05241992 Mal Sxiemal Facifies
orton ngelo ale
All Data Forms Licensed Facilities
rae > Test Another 12345671 Practitioners
acili
o > Stoeking Mary 12345678 Female
Form Builder
All Facilities > Tests Tester 1234567A Male
Views
O > ARRAMS SHAYI A testinn middle name RRATART Female

The Interface status also shows if you have a Connection or Failed Connection, and the Accepting
Direction, which means it’s waiting on information.

Interface Status

Interface Engine aplaccess
HostName :  InterfaceViM01 Received Bytes: 120
Time: 07/06/2023 11:23 SentBytes: O
Start: 06/27/2023 22:27 Checksum Errors: 0
Through : 07/06/2023 11:23 Length Errors: 0
Received Messages : 1 Application Errors: 0
SentMessages: 0 Other Errors: 0
These two Interfaces
“" H 4
aplaccess Received Se
interfaces are Name Local Remote Direction | Start Through  Messages Me
there by default apiaccess 5404 Accepting | 06/27/2023 07/06/2023 1 0
22:27 1123
and are expected, C—
apiaccess 10.1.10.4:52152 *.5404 Accepting 07/06/2023 07/06/2023 1 0
but do not reflect 1123 1123
H 7 ® - 5
one of the site’s ADT 5405 Accepting  08/27/2023 07/06/2023 0 0
22:27 11:23
live interfaces to
ADT 12.139.157.2:49746  *:5405 Accepting 06/26/2023 07/06/2023 0 0
another system. 18:53 11:23
ADT SFTP ChUsers\CC_CMPADTY . xml 06/27/2023 07/06/2023 0 0
22:27 11:23
CCW Drop ChUsers\CC_CMNICCW\* xml  Connection 06/27/2023 07/06/2023 0 0
Interface 2227 11:23
McKesson- ChUsers\CC_CMIdropi*.xml  Connection  06/27/2023 07/06/2023 0 0
Change 2227 1:23
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Interface Log

The Interface Log allows you to view messages that are coming into your system from your Interfaces such
as the ADT. Enter a Start and End Date and select Run Report. This will pull up all the messages you
received in that time frame.

Start Date 07/03/2023 15:06
End Date 07/07/2023 15.06
Interface ID

*Double clicking on a row will highlight the row and clear the filter

Date Interface ID Log Message Archived Message Failures
[ Only Messages () Only Failures
Previous Page 1 or129 Next
07/05/2023 15:06 ADT
07/05/2023 15:06 ADT T——
07/05/2023 15:06 ADT Received 468812293 at 2023-07-05 20.06:24 692 View Message
07/05/2023 15:06 ADT not found for update, message ignored
07/05/2023 15:06 ADT —
07/05/2023 15:06 ADT Received 468812291 at 2023-07-05 20:06:24.437 View Message
07/05/2023 15:06 ADT not found for update, message ignored
07/05/2023 15:06 ADT T—
07/05/2023 15:06 ADT Received 468812282 at 2023-07-05 20:06:24.050 View @'.cssaag
07/05/2023 15:06 ADT not found for update, message ignored
07/05/2023 15:06 ADT —
07/05/2023 15:06 ADT Received 468812270 at 2023-07-05 20:06:23.748 View Message
07/05/2023 15:06 ADT not found for update, message ignored
07/056/2023 15:06 ADT TR—
#131355226019
07/05/2023 15:06 ADT Received 468812255 at 2023-07-05 20.06:23.248 View Message

To view the whole ADT message, you can select View Message under Archived Messages/Only
Messages.

154 & |Epic|SHC|Apollo| SHC | 20230705130619 | S@094106 ADT A8 |468812282|P (2.3
EVIA31]20230705130619 | | REG_PAT CHANGE | S0024106 CALDERKAYLYNE STANFORD HEALTH CARE STANFORD HEALTH CARE
-~ =

NCDR Maintenance

Periodically, you will receive emails from the NCDR saying you will need to update Dynamic Lists (Devices,
Medications, etc.). To update these lists, simply hover over Settings, then select NCDR Maintenance, you
will be able to update each registry by selecting the Update button.
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CardiacCare™ Search Patients go I + New Patient HarvestExport~  Utilities~ = Settings~

. AHA/IGWTG CAD Version Upgrade
NCDR Maintenance | NCORMatenance

STS Configuration

Registries Participants Maintenance Connections
Security Manager

Alpha Hospital (43333) Sysiem Settings
About

AFib

CathPCl

—You don’t have crestran Regitry Confgraton
to update for multiple i:pi:ce'mp'a"“m NCOR Eneryption ey 12645
facilities. If you update o Detaut Unitfor Dose area  (unspeciten) v
one, it will update all s Default Unitfor Air Kerma (unspecif) .
facilities, BUT, you must 3528 Rose Drspne Gussonnare

update each registry.

Auxiliary COVID-19 Dataset Enabled

Auxiliary Shockwave Dataset Enabled O

Save

Update Dynamic Lists (Devices, Medications, etc.)

Update Method: @ Cloud-based O File-based

Maintenance Connections

Maintenance Connections are what we use to monitor the application and the interfaces. The
Maintenance Connections are only available to System Admins. Abstractors do not have access to this tab.

CardiacCare™ Search Patients go I + New Patient Harvest/Export~ Utilities + Settings~

AHA/GWTG CAD Version Upgrade

Maintenance Connections XTIISEASY,  NCDR Mantenance

STS Devices Configuration
Interface 1D 1= Connect Host Connect Port Security Manager
Sysiem Setiings

About

apiaccess InterfaceVMO1 5404

Security Manager

You can add permissions to your groups under Security Manager. For example, if you want your Power
Abstractors to have the System Configuration Permission, you would select System Configuration, Save
it, and the Power Abstractors would have this permission when they logged back into the application.
New users can be added to any group with the permissions they require as needed.
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QP CardiacCare™

g I + New Patient

Security Management
Group Security Settings

Groups SEC-APP-CEDARON-ABS-Power

| +
CardiacCloudSupport Facilities
I SEC-APP-CEDARON-ABS-Power I
SEC-APP-CEDARON-ABS- Permissions
Regular Application Configuration Export Utilities

() Act as the interface
Engne ©

0] Allow machine login ©
Promote Message @

Data Completeness ©
Harvest @

Create and Edit

Practitioners and Extemal

Facilities @

Delete Practitioners and

extemal Faciities ©

Edit Answer Lists @
Edit Licensed Facities

SEC-APP-CEDARON-ADMIN

ssers Foms ©

Change Faciity
Association @

ssue Patients Data
Form @

Licensing ©

Patient Related Patient Tree
Create Patient @ Create Episode @
Delete Patient © Create Procedure ©
Edit Patient Data @ Create Visit @
Eait Patient Data All Deiete Episoce @
Faces @ Detete Procedure ©
Edit Patient IDs © Detete Vist @
Lock® Move
Permanently Delete ©
Patient Object @
View Patient Data ©
View Patient Data Al
Faciities ©

Reset

3 by Cedaron Medical, Inc

Harvest/Export~.

utilities »

setngs- | (O) et Sickion

AHA/GWTG CAD Version Upgrade
NCDR Maintenance

STS Devices Configuration

Maintenance Connections

SECUEEI

About

Other
Launch Analytics @
Create and Edit Data

Edit Code Values @
[ Edit Interface IDs ©
[ View Interface Status ©

Lastlogin: 07/07/2023 07:59 IP: masked|

About

The about section under Settings allows you to see what version of CardiacCare you have. If you ever
need to call our customer support team, they may ask you what version you have, and you will find this

number at the very top next to CardiacCare.

+ New Patient

CardiacCare =~

License Details

Licensed To

Build Date
2023-06-29T11:48:462
Web Server Version
10.0.2360.10005
Commit Hash
6111C12810010b603C27020ce411667 960085774

App Server Version

10.0.2360.10005

Commit Hash
6ff1c128100f0bEd3C27020ce411e679eb085774

Data Access Factory

Cedaron.Repository MSSQL MSSQLDataAccessFactory
Data Access Version

10.0.2360.10005

Commit Hash
6111C12810010b603C27020ce41166796D0B5T74
Database Version

Count and Current
i Users on the About

Current User Count
1/14

Current Users
mstockton@cedaron.com
CICEnsed Facies

You can also
see the Current User

page as well.

Current Hosthame Hash (she-test cardiaceare.app)

Licensed Hostname Hashes.
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On the server, depending on where your organization decides to store it, your application may be
loaded on your D drive (D:) under Program Files, in the Cedaron Form Builder folder, into the Shared

Directory.

n < | File Explorer

4 o > Quickaccess »

Share View

> (&= Pictures

> & Son CMI-DTHOMPSON2
> = Uon CMI-DTHOMPSON2
> [ Videos

> % Local Disk (C9)

olume (F:

Y-

> wa NewVolume (L))

v Frequent folders (8)

Desktop
This PC
t 4

Pictures
e This PC
-,

New upload - Demograp...

Downloads

This PC

‘f

2023

New Volume (D:.

site 14825

LogFiles

v &  Search Quick access
__ Documents
{43 This P
==
1 »
D659729-2009Q2
Local Disk {C:)...\2008 -V3.0

5 an NewVolume Ti) \) Local Disk (C:)\...\site 14825 J) Local Disk (C:)\Lumd..\STS
V' um New Volume (D:)
AHA Heart Failure v Recent files (20)
AHA Stroke " testsending.bt \\Shcedrtmap101\gwtg
Archive {3 TS Discrepancy Report (1)xisx New Volume (D:)\Hodo
Cupid Xmi downloaded " Cedaronnterface Enginelog New Volume (D:)\Program Files\Cedaron Form BuildeATEST Interface
EpicDrop 05-AHAHeartFailure.log New Volume (D:)\Program Files\Cedaron Form Builder TEST Interf..\2023
cwis i Icoes9729-2023Q1.2ip New Volume (D:)\Archive
GWTG AHACAD
Testamlta This PC\Desktop
Hodo v 2 { ) \
Coovina.tet Local Disk (CHWW
2Bitems i E
i 4/25/2023 6:02 AM File fol
= New Volurne (D) Epic Drop 5 6:02 AM le folder
GWTG 6/ PM File folder
«s New Volume (F:) ’
GWTG AHACAD 6/20/2023 2:40 PM File folder
New Volume (L: B
e © Hodo 5/26/2023 2:17PM  File folder
@ New Volume (T;) Program Files 6/7/20231219PM  File folder
Y P | &/ File fold
w New Volume (D:) rogram Files (x26) e folder
< r 2023 10:22 AM File fold
AHA Heart Failure S i S
Support File folder
AHA Stroke AT
Test 472472023 7:34 AM File folder
Az
«~ v A > ThisPC » New Volume (D:) »| Program Files »
~
(&= Pictures A Name Date modified Type
i) A - 1 . ey 1
& S on CMI-DTHOMPSON2 edaron Form Builder 12/15/2022 1:12PM  Fille folder
= Uon CMI-DTHOMPSON2 rosoft SQL Server 6/7/2023 12:31 PM File folder

. Videos

“as Local Disk (C)
- New Volume (D:)
s New Volume (F:)

- New Volume (L:)

L v > ThisPC » New Volume (D:)|» Program Files » Cedaron Form Builder »
[&=! Pictures o Name S Date:
= S on CMI-DTHOMPSON2 Sha 5/31
= U on CMI-DTHOMPSON2 Gl T ‘ 5/26/

. Videos
“ae Local Disk (C:)
- New Volume (D:)

«s New Volume (F:)
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You would then select SetupMgr.exe to enter the Cedaron Form Builder Setup.

« v > ThisPC > New Volume (D:) » Program Files » Cedaron Form Builder » Shared »
& | Pictures o Name ? Date modified Type Size
S on CMI-DTHOMPSON2 idb §/8/2023 3:06 PM Eile folder
=° Uon CMI-DTHOMPSON2 native 5/26/2023 12:38 PM  File folder
8 Videos nuget 5/26/2023 12:38 PM  File folder
‘i Local Disk (C3) runtime 3/26/2023 12:38 PM  File folder
= New Volume (D:) trees 12/15/2022 1:11PM  File folder

) 8 I ?setumer‘exe 22/2021 1:57 PM Application 16 KB
- New Volume (F:)

s New Volume (L1)

«s New Volume (T:)

@ Cedaron Form Builder Setup Q X
Instance Product Name Component Name Install/Repair This Version Config Uninstall
,”TEST Interface Relay Auth Interface Engine - _L] @ 0 ><
continue b <
Bulk Upgrade Create New Instance Remove Unused Versions
Update Relay Auth to 10.0. 2360 10004 ‘ Stage ‘

Close

If you select Update Relay, it will not kick users out of the application, it will just pause the application
from receiving new data, but that data will que up on the sending side so it will just take an extra minute
or so to receive it. Note — This feature is specifically for hosted CardiacCare customers. On-Premise
CardiacCare customers will look very similar, but when they click the “Update Relay” it will temporarily

take down the application for a few minutes while the update completes, instead of just queuing up
interface messages.
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To pause the application to troubleshoot or test, select the TEST Interface button, an orange icon will
appear showing it to be paused temporarily. Select it again to turn it back on. Cedaron periodically sends
out emails prompting you to update your relay server. When this happens, simply select the Update
Relay button, and this will update your application within a few minutes.

(@ Cedaron Form Builder Setup X
Instance ProductName Component Name Install/Repair This Version Config  Uninstall
TEST Interface Relay Auth Interface Engine . —LI @ # ><
1cd§nue _vJ
Bulk Upgrade Create New Instance Remove Unused Versions
Update Relay Authto 10.0.2360.10004 ‘ Stage \

To restart the Cedaron Service, select the green and white arrow and it will recycle the service.

Config

By clicking on the Config Icon J It will show you the Service User that is running the application.

(@ Cedaron Form Builder Setup X

Interface Engine
BV N TERPRISE\Srv_Cardio_Cedaron)

Service Password

Log Reader Group |

Appl. Server Instance | if set interface server will be upgraded with application server on same machine

Editor [ Ji-|

Mapping Editor | =]

Open Command Window Here

Open Powershell Window Here

Open Explorer Window Here

GetMapping File Template

EditMapping File

|
|
|
EditMaster Configuration File |
|
|
|

Open Ports (Windows Firewall)

Create Key I

<~ Prev Finish

Selecting Edit Master Configuration File brings up your Configuration File.
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-Interface Engine

Service User

Service P d |

Log Reader Group |

Appl. Server Instance I if set interface server will be upgraded with application server on same machine

Editor |

Mapping Editor |

Open Command Window Here |

Open Powershell Window Here |

Open Explorer Window Here |

Edit Masfer Configuration File |

GetMapping File Template |

The configuration file is where you can see different ports and drop locations.

) master.config - Notepad - 0O

File Edit Format View Help

kinterfaces>
<localstore>LocalStore</localstore>
<temp>LocalStore\tmp</temp>

<interface>

<id>ADT</id> lt IS
<receiver>
<type>TCP</type> recommended to
<bindport>5187</bindport>
<reconnectpolicy>knockout</reconnectpolicy> ma ke a ba Cku p
<reconnectinterval>30</reconnectinterval>
<keepaliveinterval>30</keepaliveinterval> co py Of the
</receiver>
<processor> . - o g
<type>Cedaron.Interface.Engine.dll!Cedaron.Interface.Senders.TCP</type> Conﬂgurat|0n flle In

<connecthost>interface@l.cardiaccare.app</connecthost>
<connectport>5463¢</connectport>
<key>xKkg1dm9VBFsO0G3A6Iy8Bw==</key>
<keepalive>TCP</keepalive> or moved .
<keepaliveinterval>30</keepaliveinterval>
</processor>
<logger>
<type>file</type>
<directory>LogFiles</directory>
</logger>
</interface>
<interface>
<id>Philips-Xper</id>
<receiver>
<type>TCP</type>
<bindport>5103</bindport>
<reconnectpolicy>knockout</reconnectpolicy>
</receiver>
<processor>

case it gets changed

Windows (CRLF) Ln1,Coll 100%

Troubleshooting the Interface

To access the Test Interface, you would follow the trail of the D Drive, Program File, Cedaron Form
Builder, then select Test Interface.

Here, you will find your Archive folder where messages are stored as they get passed through.
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File Home Share View
<« v 4 » ThisPC > New Volume (D:) » Program Files » Cedaron Form Builder » TEST Interface » vl
[&! Pictures A Name 2 Date modified Type Size

= S on CMI-DTHOMPSON2

= U on CMI-DTHOMPSON2 ocaloto
8 Videos LogFiles N 171720231200 AM  File folder
‘e Local Disk (C3) MappingFiles 12/ 2 112PM  Filefolder
— New Volume (D) A anyserv.exe 7/5/20231:16PM  .symlink 0KB
s New Volume (F) ,:'7 aspnetcorev2_inprocess.dll 7/5/2023 1:16 PM symlink OKB
| | authorized_keys 1/26/2023 11:44 AM  File 1 KB
i e Walnma (L) » | Cedaron.Build.CreateAssemblyinfo.deps....  7/5/2023 1:16 PM symlink 0KB
= New Volume (T:) ,f Cedaron.Build.CreateAssemblyinfo.runti...  7/5/2023 1:16 PM symhink 0KB
< New Volume (D) 5 Cedaron.Install.Config.dll /5/20231:16PM symlink 0KB
AHA Heart Failure s | Cedaron.Install.Config.pdb 7/5/2023 1:16 PM symlink 0KB
;| Cedaron.Interface.Declarations.dll 7/5/2023 1:16 PM symlink 0KB
AHA Stroke - i ) ;
s Cedaron.Interface.Declarations.pdb 7/5/2023 1:16 PM symlink 0KB
Atchive 5.1 Cedaron.Interface.Engine.deps.json 7/5/20231:16PM .symlink 0KB
Cupid Xmi downloaded 4] Cedaron.Interface.Engine.dll 2023 1:16PM  symlink 0KB
Epic Drop {77 Cedaron.Interface.Engine.exe 7/5/2023 1:16 PM symlink 0OKB
GWTG :; Cedaron.Interface.Engine.log 173 Text Document 4KB
GWTG AHACAD " Cedaron.Interface.Engine.pdb 7/5/2023 1:16 PM symlink 0KB
Hodo A Cedaron.Interface.Engine.runtimeconfig...  7/5/2023 1:16 PM symlink 0KB
hd ,_-. Cedaran Intefare Braceccnrs dll TSI 1A 0M ambink VKR

51items  1item selected

The Log Files show all the different messages or errors that come through.

&« v 4 > ThisPC > New Volume (D:) > Program Files » Cedaron Form Builder » TEST Interface » vl

[&=! Pictures £ Name Date modified Type Size

&8 5:on CMI-DTHOMPSONS Archive 12/15/2022 1:12PM  File folder

% U on CMI-DTHOMPSON2 LocalStore 12/15/2022 1:12PM  File folder

i@ Videos 1 LogFiles| 1/1/202312:00 AM  File folder

‘e Local Disk (C:) 12 {12PM  Filefolder

— New Volume (D) A anyserv.exe 7/5/20231:16PM .symlink 0KB

] et i ’ 7/5/2023 1:16 PM _symlink 0K

o NewNolume (F) f: aspnetcorev2_inprocess.dll 5 31:16 ymilinl B
Rees $ | | authorized_keys 1/26/2023 11:44 AM  File 1 KB

an New Volime (1) » ] Cedaron.Build.CreateAssemblyinfo.deps...  7/3/2023 1:16 PM symlink 0KB

= New Volume (T:) (Y Codamn Ruiild Craatafccambbdnfarunti 7/52M01116PM  comlink DKR

The Interface.Engine.log is also an option for you to look at. If there are no messages in this log, that
means it’s working. You will only see messages that fail. This may be a good option to look at when you
are troubleshooting.
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« v 4 > ThisPC » New Volume (D:) » Program Files » Cedaron Form Builder » TEST Interface
2023 A Name R Date modified Type I} Size

New upload - Demographic for Archive 12/15/2022 1:12PM  File folder

site 14825 LocalStore 215 112PM  File folder

TEST Interface LogFiles 0 X0 AN File folder

MappingFiles 2PM  File folder

B This PC
= & anyserv.exe 7/5/2023124PM symlink OKB
< 3D Objects ) aspnetcorevZ_inprocess.dll 7, 23 1:24 PM symlink 0KB
== C on CMI-DTHOMPSON2 ; authorized_keys 172612023 Eile 1 KB
I Desktop al Cedoron.BuiId.CreateAssemerj Type: File mlink 0KB
i \ - Size: 403 bytes e " KR
|’Z£ Documents o Cedaron.BunId.CreateAssemeri: Date modified: 1/26/2023 11:44 AM [ link DKB
& Downloads 31 Cedaron.Install.Config.dll ' T T2 PR symlink ) KB
] ! .Config. 7 1:24 PM symlink DKB
o H on CMI-DTHOMPSON2 ’ : Cedaron.Install.Config. pdl'{ i : ull .
) - 4+ Cedaron.Interface.Declarations.dll 5/2023 1:24 PM symlink 0KB
usic —~

? s | Cedaron.Interface.Declarations.pdb 7/5/2023 1:24 PM symlink KB
) Pictures » | Cedaron.Interface.Engine.deps.json 7/5/2023 1:24 PM symlink ) KB
& S on CMI-DTHOMPSON2 i] Cedaron.Interface.Engine.dll 7/5/20231:24PM  symlink OKB
= Uon CMI-DTHOMPSON2 5] Cedaron.lnteiacefngme,exe symlink 0KB
B Videos "“Cedaron g M Text Document 1KE
iy Local Disk (C3) Y ace.Engine.p symiink OKB
New Volume (D:) 4| Cedaron.Interface.Engine.runtimeconfig....  7/5 M symlink DKB

If you use an Epic or other file drop interface, you can watch the files enter and exit this folder location

before they are transferred to the Archive folder.

ME-
Home

Epic Drop

Share View

<« < I » ThisPC > New Volume(D:) » EpicDrop » l
&4 Downloads o Name = Date modified Type Size
= Hon CMI-DTHOMPSON2 Stanford Eile folde
D Music Trivalley File folder
&= Pictures | 3 DropArchive.log Text Document KB
= S on CMI-DTHOMPSON2 & DropArchive.ps] Windows Powers... @
= U on CMI-DTHOMPSON2 |4 DropArchive2.ps! Windows Powers... K8

B videos
‘as Local Disk (C:)
- New Volume (D:)

w New Volume (F:)

Helpful Hints

e Groups are added to the CardiacCare application not users. You can add groups at any time, just
make sure the syntax is the same.

e You can add and remove permissions to a group at any time. Permission changes will not come
into effect until a user logs off and back on.

e If you are behind on running an update, when you finally do run it, it will run all the previous
updates you missed all at once.
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