[image: ]
[image: ]
EMPLOYEE CONFIDENTIALITY, PROPRIETARY INFORMATION,
CONFLICTS OF INTEREST, INVENTIONS AND
INFORMATION SECURITY AGREEMENT
Updated August 2026
	Employee Name: ____________________________________
	Effective Date: ______________________

	Cedaron Medical, Inc. ("Cedaron" or the "Company")


Purpose. As a condition of employment or continued employment with Cedaron, the Employee acknowledges that the Employee may receive or access trade secrets, proprietary information, customer information, protected health information, software, source code, systems, credentials, and other sensitive information. This Agreement requires the Employee to protect that information, follow Cedaron’s information governance, privacy, and security requirements, and avoid conflicts of interest or unauthorized competitive activities during employment.
Employee Representations and Acknowledgments
The Employee represents, warrants, acknowledges, and agrees as follows:
1. Prior Employer Information. I have discussed my projected role and the tasks and projects on which I am expected to work, and I have no reason to believe that my duties will require me to disclose confidential information or trade secrets of any prior employer or other person.
2. No Breach of Prior Duties. My employment by Cedaron, performance of services for Cedaron, and use of the information and skills required for my work are not and will not be in breach of any agreement or duty, express or implied, owed to any prior employer or other person.
3. No Unauthorized Materials. I have not furnished and will not furnish to Cedaron any trade secret, confidential information, proprietary files, records, documents, specifications, source code, or similar materials of a prior employer or other person that I am not legally authorized to provide.
4. Customer Contracts and Business Associate Agreements. I understand that Cedaron’s obligations to customers include confidentiality, privacy, cybersecurity, information security, and Business Associate Agreement requirements, and that my work must be performed in a manner that enables Cedaron to satisfy those obligations.
5. Open Source and Third-Party Components. I will not introduce open-source code, libraries, packages, components, APIs, models, datasets, or other third-party software or materials into Cedaron products, systems, or repositories except through Cedaron’s established review and approval process.
6. Information Governance and Security Policies. I have received or have been provided access to Cedaron’s applicable information governance, privacy, cybersecurity, information security, acceptable-use, access-control, data-handling, secure-development, incident-response, records-management, remote-access, and related policies. Compliance is a condition of my employment and authorized access to Cedaron and customer systems and information. I agree to follow those policies, as updated and communicated or made available to me, and applicable customer-specific security requirements communicated by Cedaron.
7. PHI Safeguards. I have received and read Attachment A, Workforce Safeguards for the Protection of Protected Health Information (PHI), and agree to comply with it whenever my duties involve PHI or customer environments containing PHI.
8. Confidentiality, Proprietary Information, Conflicts of Interest and Inventions. I have received and read Attachment B, Employee Confidentiality, Proprietary Information, Conflicts of Interest, Inventions and Information Security Terms, and agree to comply with those terms.
9. Conflicts of Interest and Competitive Activities During Employment. I understand that, during my employment with Cedaron, I may not engage in or materially assist competing work that creates an actual conflict with my duties to Cedaron, involves the use or disclosure of Cedaron or customer Confidential Information, materially interferes with my responsibilities to Cedaron, diverts Cedaron business opportunities, or otherwise breaches my duty of loyalty, except with Cedaron’s prior written approval.
10. Questions and Reporting. I understand that I should contact Cedaron if I have questions about how these requirements apply to a specific task and that I must promptly report any actual or suspected privacy, confidentiality, or security incident through Cedaron’s designated reporting process.
ATTACHMENT A
WORKFORCE SAFEGUARDS FOR THE PROTECTION OF PROTECTED HEALTH INFORMATION (PHI)
Cedaron, as part of its business operations, may create, receive, maintain, or transmit Protected Health Information (PHI), including electronic PHI (ePHI), on behalf of healthcare customers. All workforce members whose duties may involve PHI must understand the confidential nature of this information and their responsibilities for protecting it.
A.1 Permitted Use and Disclosure. I will use or disclose PHI only as authorized by Cedaron, permitted by the applicable customer agreement or Business Associate Agreement, or required by law. I will not access PHI out of curiosity or for any personal or unauthorized purpose.
A.2 Administrative, Physical, and Technical Safeguards. I will follow Cedaron’s administrative, physical, and technical safeguards designed to protect the confidentiality, integrity, and availability of PHI and ePHI, including applicable access controls, authentication, workstation, device, media, transmission, and remote-access requirements.
A.3 Minimum Necessary and Role-Based Access. I will access, request, use, and disclose only the minimum amount of PHI reasonably necessary to perform my authorized job duties and only within the systems and environments for which Cedaron has granted me access.
A.4 Approved Systems and Locations. I will create, access, store, process, transmit, print, copy, or dispose of PHI only through Cedaron-approved devices, systems, networks, repositories, applications, and methods. I will not send PHI to personal email, personal cloud storage, unapproved messaging or file-sharing services, or unauthorized removable media.
A.5 Credentials and Authentication. I will safeguard passwords, authentication credentials, tokens, certificates, and other access mechanisms; will not share credentials or permit another person to use my account; will use multi-factor authentication where required; and will not disable or bypass security controls.
A.6 Third Parties and Subcontractors. I will not disclose PHI to a subcontractor, agent, vendor, consultant, or other third party unless Cedaron has authorized the disclosure and any required contractual or Business Associate Agreement protections are in place.
A.7 Return, Retention, and Destruction. I will not retain independent copies of PHI. I will return, delete, or destroy PHI and related media when directed by Cedaron, upon termination of access or employment, or as required by Cedaron’s retention and disposal policies and applicable customer requirements.
A.8 Security and Privacy Incident Reporting. I will immediately report to Cedaron’s designated Security or Privacy contact any actual or suspected unauthorized access, acquisition, use, disclosure, alteration, loss, or destruction of PHI; any suspected compromised credential; lost or stolen device; phishing or social-engineering event; malware or ransomware; misdirected communication; or other actual or suspected privacy or security incident. I will not delay reporting while attempting to investigate or resolve the matter independently.
A.9 Mitigation and Cooperation. I will promptly cooperate with Cedaron’s investigation, containment, mitigation, documentation, and remediation of any privacy or security incident and will preserve relevant evidence or records as directed.
A.10 External Communications. I will not communicate with a customer, patient, media outlet, member of the public, regulator, or other external party about a privacy or security incident unless authorized by Cedaron. Media and public inquiries must be referred to Cedaron.
A.11 Training and Sanctions. I will timely complete required privacy, HIPAA, cybersecurity, and information-security training. I understand that failure to comply with Cedaron’s privacy and security policies may result in restriction or revocation of access and disciplinary action, up to and including termination of employment, subject to applicable law.
ATTACHMENT B
EMPLOYEE CONFIDENTIALITY, PROPRIETARY INFORMATION,
CONFLICTS OF INTEREST, INVENTIONS AND INFORMATION SECURITY TERMS
The Employee, as a result of employment by Cedaron, has had or will have access to trade secrets and other proprietary, confidential, customer, security, and regulated information. The unauthorized use or disclosure of such information could harm Cedaron, its customers, patients, business partners, and other third parties. Accordingly, the Employee agrees as follows:
1. Definitions
1.1 Affiliate. “Affiliate” includes Cedaron’s subsidiaries and entities in which Cedaron has a material ownership interest, as well as Cedaron’s customers, licensees, licensors, vendors, suppliers, contracting parties, and other business partners to the extent Cedaron owes them a duty of confidentiality or data protection.
1.2 Confidential Information and Materials. “Confidential Information and Materials” means all nonpublic information obtained, created, developed, accessed, or learned through employment with Cedaron or through Cedaron’s relationships with Affiliates. It includes, without limitation: product plans; source code and object code; software, algorithms, models, prompts, datasets, designs, architecture, documentation, APIs, inventions, research, development, processes, specifications, test data, quality records, security architecture, vulnerability information, penetration-test or audit results, credentials, keys, tokens, configurations, customer system information, PHI, PII, customer and patient data, customer identities and agreements, pricing, financial information, business and marketing plans, vendor and supplier information, nonpublic employee and compensation information except to the extent disclosure or discussion of such information is protected by applicable law, and other information that a reasonable person would understand to be confidential or that Cedaron or an Affiliate designates as confidential.
1.3 Protected Information. “Protected Information” means Confidential Information and Materials plus PHI, ePHI, personally identifiable information, authentication information, security information, and any other information subject to legal, regulatory, contractual, or customer-imposed protection requirements.
1.4 Exclusions. Confidential Information and Materials does not include information that the Employee can demonstrate: (a) became public through no breach of this Agreement or other duty; (b) was lawfully known to the Employee before disclosure by Cedaron and not subject to a confidentiality duty; (c) was lawfully obtained from a third party having no duty of confidentiality; or (d) was independently developed without use of Cedaron or Affiliate Confidential Information.
2. Nondisclosure and Authorized Use
2.1 Duty of Confidentiality. Except as required for authorized Cedaron business, the Employee will not, during or after employment, directly or indirectly use, disclose, publish, transmit, copy, remove, permit others to use, or otherwise make available any Confidential Information and Materials without appropriate authorization.
2.2 Need-to-Know and Minimum Necessary. The Employee will access Confidential Information and Materials only when authorized and only to the extent reasonably necessary to perform assigned duties. Access rights do not create permission to browse, inspect, copy, or use information unrelated to the Employee’s assigned responsibilities.
2.3 Customer and Third-Party Information. Confidential and proprietary information received from customers, prospective customers, suppliers, licensors, vendors, contracting parties, or other third parties must be protected to at least the same degree as Cedaron’s own Confidential Information and in accordance with any applicable customer or contractual requirements communicated to the Employee.
2.4 No Unauthorized Disclosure to Cedaron. The Employee will not disclose to Cedaron or any Affiliate any trade secret or other proprietary or confidential information of another person or entity that the Employee is not lawfully authorized to disclose.
3. Information Governance and Security Policy Compliance
3.1 Policy Adherence. Compliance with Cedaron’s established information governance, privacy, cybersecurity, information security, acceptable-use, access-control, data-handling, secure-development, incident-response, records-management, remote-access, device and media, and related policies is a condition of employment and authorized access to Cedaron or customer information and systems. The Employee agrees to follow those policies as updated and communicated or made available to the Employee.
3.2 Customer-Specific Requirements. When assigned to a customer account, environment, product, project, or support matter, the Employee will comply with additional customer confidentiality, privacy, access, and security requirements that Cedaron communicates as applicable to the Employee’s work.
3.3 Approved Devices, Systems, and Services. Protected Information may be accessed, processed, stored, or transmitted only using Cedaron-approved devices, systems, networks, repositories, applications, and services. The Employee will not use personal email, personal cloud storage, unapproved file-sharing or collaboration services, or unauthorized removable media for Protected Information.
3.4 Credentials and Security Controls. The Employee will safeguard credentials, use assigned accounts only, use multi-factor authentication where required, lock unattended workstations, and comply with security controls. The Employee will not share credentials or disable, bypass, circumvent, or interfere with technical, physical, or administrative safeguards.
3.5 Artificial Intelligence and External Tools. The Employee will not enter, upload, transmit, or disclose Cedaron or customer Confidential Information, PHI, PII, source code, credentials, proprietary documentation, customer data, or other Protected Information into any public or unapproved generative-AI, large-language-model, code-assistance, transcription, file-sharing, collaboration, or other third-party service. Use of such services for Cedaron work requires Cedaron approval and must comply with Cedaron policies and applicable customer requirements.
3.6 Secure Development; Open Source and Third-Party Code. Employees involved in software development will use Cedaron-approved repositories, tools, components, libraries, packages, models, datasets, and development environments; will follow Cedaron secure-development requirements; will protect secrets and credentials from source code and repositories; and will not introduce open-source or third-party code or components into Cedaron products or systems except through Cedaron’s established review and approval process.
3.7 Incident Reporting. The Employee will immediately report actual or suspected loss, unauthorized access, disclosure, misuse, alteration, or compromise of Protected Information or Cedaron/customer systems, including suspected compromised credentials, phishing, social engineering, malware, ransomware, lost devices, misdirected communications, or unauthorized access to a customer environment. The Employee will not conceal an incident or delay reporting while independently investigating it.
3.8 Training, Audits, and Cooperation. The Employee will timely complete required security and privacy training and will reasonably cooperate with Cedaron security investigations, access reviews, audits, risk assessments, compliance activities, and remediation efforts.
3.9 Monitoring and Enforcement. To the extent permitted by law, Cedaron may monitor, log, review, and audit activity on Cedaron-owned or Cedaron-managed systems, accounts, networks, and devices for security, compliance, operational, and legal purposes. Violations may result in access restriction or revocation and disciplinary action, up to and including termination, subject to applicable law.
4. Conflicts of Interest, Competitive Activities During Employment and Duty of Loyalty
4.1 Competitive Activities During Employment. During the Employee’s employment with Cedaron, and without Cedaron’s prior written approval, the Employee will not directly or indirectly own, manage, operate, control, be employed by, consult for, provide services to, or materially assist a business or activity that directly competes with Cedaron where the activity creates an actual conflict of interest with the Employee’s duties to Cedaron, involves the use or disclosure of Cedaron or customer Confidential Information or trade secrets, materially interferes with the Employee’s responsibilities to Cedaron, diverts Cedaron customers or business opportunities, or otherwise breaches the Employee’s duty of loyalty. Passive ownership of publicly traded securities, without management or control, is not prohibited by this section.
4.2 No Diversion or Competing Use of Company Resources. During employment, the Employee will not divert or attempt to divert Cedaron customers, prospective customers, business opportunities, products, services, or employees for the benefit of a competing business or venture, and will not use Cedaron working time, systems, equipment, intellectual property, Confidential Information, customer relationships, customer information, or other Company resources to develop, promote, operate, or assist a competing product, service, or business.
4.3 Outside Activities and Conflicts. The Employee will promptly disclose to Cedaron any outside employment, consulting, board service, ownership interest, side business, or other activity that the Employee reasonably believes may create an actual or potential conflict of interest with the Employee’s responsibilities to Cedaron. Cedaron may require reasonable measures to avoid or resolve an actual conflict, consistent with applicable law.
4.4 After Employment. This Section governs conflicts and competitive activities during employment. After employment ends, the Employee may accept lawful employment or engage in a lawful profession, trade, or business, subject to continuing obligations concerning trade secrets, Confidential Information, Protected Information, customer information, Company Work Product, return of Company property, and other legally protected information.
5. Company and Customer Property
5.1 No Unauthorized Copies. The Employee will not make or retain unauthorized originals, copies, reproductions, screenshots, photographs, recordings, extracts, or excerpts of Confidential Information and Materials for personal use or for the use of others.
5.2 Return and Deletion. Upon Cedaron’s request, change in job responsibilities, revocation of access, or termination of employment, the Employee will promptly return all Cedaron and customer property and information and, as directed by Cedaron, delete or destroy copies in the Employee’s possession or control. The Employee will not retain copies in any form, subject to any legal preservation requirement communicated by Cedaron.
6. Inventions, Work Product, and Intellectual Property
6.1 Disclosure and Assignment. Subject to applicable law and the exceptions stated below, the Employee will promptly disclose to Cedaron and hereby assigns to Cedaron all right, title, and interest in inventions, discoveries, designs, developments, improvements, processes, software, code, documentation, works of authorship, data structures, algorithms, models, know-how, and other work product conceived, created, authored, developed, or reduced to practice by the Employee, alone or with others, during employment that (a) relates to Cedaron’s business or actual or demonstrably anticipated research or development, (b) results from work performed for Cedaron, or (c) is developed using Cedaron equipment, supplies, facilities, systems, or trade secret information (“Company Work Product”).
6.2 Works Made for Hire. To the extent permitted by law, copyrightable Company Work Product created within the scope of employment is intended to be a “work made for hire” for Cedaron. To the extent any such work is not a work made for hire, the Employee assigns all transferable rights in that work to Cedaron.
6.3 Cooperation. At Cedaron’s expense, the Employee will reasonably assist Cedaron in documenting, protecting, registering, maintaining, or enforcing Cedaron’s rights in Company Work Product, including executing documents reasonably necessary for patents, copyrights, trademarks, or other intellectual-property protections.
6.4 Employee Invention Exception. This Agreement does not require assignment of an invention that applicable law prohibits Cedaron from requiring the Employee to assign. For California employees, the written notice required by California Labor Code sections 2870 and 2872 is included as Attachment C and is incorporated into this Agreement.
7. Protected Disclosures and Employee Rights
7.1 Defend Trade Secrets Act Notice. Under 18 U.S.C. § 1833(b), an individual is not subject to criminal or civil liability under federal or state trade-secret law for a disclosure of a trade secret that is made in confidence to a federal, state, or local government official, directly or indirectly, or to an attorney, solely for the purpose of reporting or investigating a suspected violation of law, or that is made in a complaint or other document filed under seal in a lawsuit or other proceeding. An individual who files a retaliation lawsuit for reporting a suspected violation of law may disclose the trade secret to the individual’s attorney and use the trade-secret information in the court proceeding if documents containing the trade secret are filed under seal and the trade secret is not otherwise disclosed except pursuant to court order.
7.2 Other Protected Activity. Nothing in this Agreement prohibits or is intended to prohibit the Employee from reporting possible violations of law to a government agency, cooperating with a government investigation, making disclosures protected by whistleblower laws, discussing wages or working conditions to the extent protected by law, or engaging in any other activity protected by applicable law. The Employee does not need Cedaron’s prior authorization to make a legally protected report and is not required to notify Cedaron that such a report was made.
7.3 No Post-Employment Restriction on Lawful Work. Nothing in this Agreement restricts the Employee from lawful work after employment ends, except for continuing obligations concerning trade secrets, Confidential Information, Protected Information, customer information, Company Work Product, intellectual property, and other obligations that lawfully survive employment.
8. Remedies and General Terms
8.1 Injunctive Relief. The Employee acknowledges that unauthorized use or disclosure of trade secrets, Protected Information, or Company Work Product may cause harm that may be difficult to quantify. Cedaron may seek injunctive or other equitable relief, in addition to other remedies available under applicable law.
8.2 Severability. If any provision of this Agreement is found invalid or unenforceable, that provision will be enforced to the maximum extent permitted by law or severed as necessary, and the remaining provisions will remain in effect.
8.3 Attorneys’ Fees. In any action to enforce or interpret this Agreement, attorneys’ fees and costs may be awarded only to the extent permitted by applicable law.
8.4 Governing Law and Applicable State Law. California law governs except where mandatory federal law or the law of the state in which the Employee primarily works applies. No provision will be enforced to the extent prohibited by applicable law.
8.5 Successors and Assignment. This Agreement binds the Employee and benefits Cedaron and its lawful successors and assigns. The Employee may not assign obligations under this Agreement without Cedaron’s written consent.
8.6 Entire Agreement; Prior Agreements. This Agreement, including its attachments, contains the agreement between Cedaron and the Employee concerning confidentiality, proprietary information, inventions, information security, and related subject matter and supersedes prior agreements on those subjects to the extent they are inconsistent, without affecting rights or obligations that accrued before the Effective Date.
8.7 Survival. Obligations that by their nature are intended to continue after employment, including obligations concerning trade secrets, Confidential Information, Protected Information, Company Work Product, return of property, and protected disclosures, survive termination of employment to the extent permitted by law.
8.8 Employment Status; Existing Legal Duties. Nothing in this Agreement guarantees employment for any period or alters any lawful at-will employment relationship. Nothing herein limits the Employee’s duties or Cedaron’s rights under applicable law, including California Labor Code sections 2860 and 2863 where applicable.
ATTACHMENT C
CALIFORNIA EMPLOYEE INVENTION ASSIGNMENT NOTICE
Notice Regarding California Labor Code Sections 2870-2872. For an Employee whose employment is subject to California law, the invention-assignment provisions of this Agreement do not apply to an invention that qualifies fully under California Labor Code section 2870.
	California Labor Code § 2870(a): Any provision in an employment agreement which provides that an employee shall assign, or offer to assign, any of his or her rights in an invention to his or her employer shall not apply to an invention that the employee developed entirely on his or her own time without using the employer’s equipment, supplies, facilities, or trade secret information, except for inventions that either (1) relate at the time of conception or reduction to practice to the employer’s business, or actual or demonstrably anticipated research or development of the employer, or (2) result from any work performed by the employee for the employer.


California Labor Code § 2872 requires an employer that includes an invention-assignment provision in an employment agreement to provide written notice that the agreement does not apply to an invention that qualifies fully under section 2870. This Attachment is intended to provide that notice.
Employee Acknowledgment and Signature
By signing below, I acknowledge that I have carefully read and understand this Agreement and Attachments A-C; that I have received or have been provided access to Cedaron’s applicable information governance, privacy, and information security policies; and that compliance with those policies is a condition of my employment and authorized access to Cedaron and customer systems and information. I agree to comply with this Agreement and those policies as updated and communicated or made available to me. Attachment C applies only to employees whose employment is subject to California law.
	Employee Signature: __________________________
	Date: __________________

	Print Name: _________________________________
	Job Title: _______________

	
	

	CEDARON MEDICAL, INC.
	

	By: ________Karen Bond__________
	Date: ___8/18/2026_______________


Company Representative Title: President & CEO
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